Reporting Product Vulnerabilities

HELLER

Please email the fully completed form and all supporting documents to: PSIRT@heller.biz

Details of the person making the report

Date of the report

Title

First name

Surname

E-mail address

Organisation

Product details

Affected product (including version)

HELLER M-Nummer (see type plate)

Original manufacturer (for components

from third-party manufacturers)

Item number

Detailed description of the vulnerability

Please describe the vulnerability as precisely as possible from a technical perspective — affected components,
parameters, services, versions, interfaces, etc.)

Steps for reproduction

Please provide all the steps required to reproduce the vulnerability — e.g. proof-of-concept (PoC), exploit code,
command-line commands, scripts, configurations or other verifiable evidence
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Reporting Product Vulnerabilities HELLER

CVSS Vektor (v4.0)
Calculation, e.g. using the FIRST CVSS calculatof

Possible countermeasures

(If known)

Impact

(If known)

Declaration of consent to data collection:

For the purposes of internal organisation, contacting you in the event of any uncertainties, and resolving reported security
issues, HELLER processes your name, your email address and the name of your organisation. We therefore ask for your
consent to the processing of this data, which you have provided voluntarily. Your personal data will not be passed on to
third parties.

Giving your consent is voluntary. If you do not give your consent, you will not suffer any disadvantages; however, in this
case, we will not be able to contact you.

You may also submit your report anonymously. Please note that we are unable to follow up on anonymous reports and
therefore require information that is as complete and precise as possible in order to be able to review and assess your
report.

You may withdraw your consent at any time with effect for the future by sending an email to psirt@heller.biz. In this case,
your personal data will be deleted. For further information, please refer to our [Data Protection.
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https://www.heller.biz/en/data-protection
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